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Vulnerability Intelligence Module

Prioritize Patching With Intelligence

Thousands of new high and critical vulnerabilities are disclosed

each year. This volume makes it impossible for companies to patch
everything. Security operations teams are increasingly overwhelmed
by the number of vulnerabilities prioritized through traditional asset
criticality and severity inputs. However, just 5.5% of vulnerabilities are
ever actually exploited in the wild. To quickly reduce the most possible
risk, security teams need external context that empowers them to real-time context
prioritize based on the likelihood of vulnerability exploitation —
not just the severity.

Benefits

» Reduce risk by prioritizing patching based
on threat severity

Minimize expensive off-cycle patches with

Justify patching with transparent evidence

Improve team efficiency and

Contextualized Intelligence S eI e

Maximize your investment in existing
security tools

Recorded Future uses real-time data to score vulnerabilities based on
exploitability — delivering the context you need to prioritize patches
that matter most and prevent attacks. Patented machine learning from
Recorded Future automatically detects reporting of new observables
— including vulnerabilities, exploits, proof of concept code, exposed
company assets, and threat actors targeting organizations Key Features

and industries. « Relevant, threat-based risk scores for fast

The Recorded Future platform automatically collects, structures, and sl en ot sl ies

analyzes billions of indexed facts from an unrivaled breadth of open,
dark, and technical sources. This enables security teams to receive

Real-time alerting on vulnerabilities days
before they’re published in the NVD

alerts on newly disclosed vulnerabilities days before they’re published
in the NVD and automatically access comprehensive intelligence to
make fast, confident prioritization decisions.

Detailed risk evidence and context for
transparent and fast analysis

Integrations with your existing security
tools and browser extension for single-
pane-of glass visibility of elite

vulnerability intelligence



https://www.zdnet.com/article/only-5-5-of-all-vulnerabilities-are-ever-exploited-in-the-wild/
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Prioritize the Vulnerabilities That Matter

Intelligence collected from the widest breadth of sources enables teams to prioritize
patching based on actual risk to the organization. Stop wasting resources patching
irrelevant vulnerabilities and focus remediation efforts on the ones that represent real risk.

Reduce Unplanned Downtime by 86%

For many organizations, a critical CVSS score means immediate patching, even at the cost
of infrastructure downtime. Recorded Future minimizes expensive off-cycle patches by
prioritizing only vulnerabilities that are likely to be exploited.

Access Information on Vulnerabilities 11 Days Faster than the NVD

When vendors disclose vulnerabilities that affect your infrastructure, take action
immediately instead of waiting for the NVD to publish information. Recorded Future
assigns risk scores to vulnerabilities even when they don’t have a CVSS score, enabling
you to stay on top of newly-disclosed vulnerabilities.

*Learn more about the business value Recorded Future brings to clients in our IDC Report, Organizations React to Security

Threats More Efficiently and Cost Effectively with Recorded Future
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'VULNERABILITY
CVE-2022-21882 « 99
Notes # 3 Insikt Group Notes
References 1 000+
First Reference Dec 17, 2021
Latest Reference Apr 25, 2022 9 9
Curated *
VERY CRITICAL @
RISK SCORE
907 21 Risk Rules Triggered
Show recent events or cyber events
TRIGBERED RISK RULES Learn More @

Currently Triggered Risk Rules

T T
Exploited in the Wild by Recently Active Malware - 1 sighting on 1 source

Recorded Future Malware Hunting. Activity seen on 1 out of the last 28 days with 2 all-time dally sightings. Last
observed on Apr 24, 2022. Sample hash:

.65
£ Security Control Feeds: Exploits in the Wild - Learn More

INIST Severity: High - 1 sighting on 1 source

Recorded Future. y: i y €VSS V3.1 Score (7.8) calculated using NIS

T reported CUSS Base Score (7.8) and Recorded Future Temporal Metrics. Base vector string

CVSS:3.1/AV:UACL/PRIL/ULN/SIU/C:HAH/AH. Temporal vector string: E:MH/RLX/RC:C. Most recent link (Apr 5, 2022);
nist. CVE-2022-21882

Recent Unverified Proof of Concept Available * 1 sighting on 1 source
Recorded Future Vulnerability Analysls. Most Recent Link (January 13, 2022): hitps://googleprojectzero github.io/0days:
in-the-wild//0day-RCAS/2022/ CVE 202221882 » 99 html

Historically Linked to Ransomware « 23 sightings on 3 sources
Anomali | Blog, | News, m* link="ht
m" style=""> Lcom" style=""> ma " link=

Example vulnerability Intelligence Card showing comprehensive
intelligence including risk score, risk rules, transparency to original
sources of intelligence, and more

ABOUT RECORDED FUTURE

Recorded Future is the world’s largest intelligence company. Recorded Future’s cloud-based Intelligence Platform provides the most complete coverage across adversaries, infrastructure,
and targets. By combining persistent and pervasive automated data collection and analytics with human analysis, Recorded Future provides real-time visibility into the vast digital landscape
and empowers clients to take proactive action to disrupt adversaries and keep their people, systems, and infrastructure safe. Headquartered in Boston with offices and employees around the
world, Recorded Future works with more than 1,600 businesses and government organizations across more than 70 countries.

www.recordedfuture.com ’ @RecordedFuture
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https://go.recordedfuture.com/hubfs/white-papers/idc.pdf
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