
Automation Engine 
Auto-heal your data exposure.

Challenge 
The average employee can access 17 million files on day one. In the event 
of an attack, that’s a massive amount of data that could be compromised. 
Manually fixing a single misconfigured folder – without breaking anything— 
can take four to five hours on average, making clean-up projects take years 
to complete. And with how quickly new data is created and shared, this 
work is never-ending.

Solution
Automation Engine massively reduces the blast radius by automatically 
and safely removing open access. Automation Engine removes global 
access groups and replaces them with single-purpose groups made up 
of the users who actually use their access. With flexible configuration 
options, you can fix tactical issues on a folder-by-folder basis, fix inactive 
datasets, or perform complete enterprise-wide remediation to maintain 
least-privilege access and reduce risk at scale. 

Remediation insights
51% of companies have  
over 100,000 folders open to  
every employee1

It takes 4.5 hours to manually 
remediate access to a single folder2

Varonis can remediate access to a 
folder in seconds 

“I don’t think we could 
have finished fixing 
permissions without 
Automation Engine. 
It would have taken 
years.”

Security Engineer,  
Regional Healthcare System

Read the case study

FILES OPEN TO ALL EMPLOYEES
Remediation rule

REVOKE GLOBAL ACCESS

replace with
ACTIVE_DATA_USERS

notify
IT_CHANGE_CONTROL

1 Varonis 2019 Global Data Risk Report
2 Forrester Total Economic Impact Study of Varonis

https://info.varonis.com/hubfs/Website_Reboot/Case_Studies/EN-Case-Studies/CaseStudy-Regional-Healthcare-System.pdf
https://info.varonis.com/hubfs/Website_Reboot/Research/Research_2019_Global_Data_Risk_Report.pdf
https://info.varonis.com/hubfs/Website_Reboot/Analyst_Reports/Analyst_Report%20_The_Total_Economic_Impact_(TEI)_of_Varonis.pdf?


Try Automation Engine for free. 
All Varonis products are free to try and come with an engineer-led risk 
assessment. The easiest way to get started is with a short 1:1 demo and 
discovery conversation. 

Contact us

You can’t protect  
what you can’t see. 
Get instant visibility into where sensitive data is open 
to everyone in your organization, leaving it at risk to 
threats, and automatically revoke access from those 
that don’t need it. 

Auto-heal new exposure. 
Set Automation Engine to run on a pre-defined 
schedule to continuously remediate global access 
groups and fix inconsistent ACLs as new data is 
created. 

Eradicate open access  
in a heartbeat.   
Automation Engine can safely remediate open 
access across your corporate file systems in days, 
not years. It runs silently in the background to 
enforce Zero Trust as users continue to create and 
share data.
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