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Introduction

Global organizations are adopting cloud solutions for a variety of compelling reasons—
from new business opportunities to reduction in cost to overall improvement in
operational efficiency. Sadly, cyberattackers are taking advantage of the rapid proliferation
in cloud data and the lack of comprehensive data protection strategies. A recent Wall
Street Journal article found that cyber insurance claims for ransomware attacks increased
27% in the first half of 2023, and the number of 2023 incident notifications had already
surpassed the 2022 total! In addition, victims were on track to pay $900 million in ransom
payments by the end of 2023, up from $457 million in 2022.

Data protection in the cloud is one of the more significant challenges facing enterprises
today. Huge challenges—including compliance and privacy violations, potential breaches
or exposure, and accidental misconfiguration of cloud services and data storage objects
that could lead to illicit data access—affect enterprises that rely on users to collaborate

and share sensitive data in the cloud.

In its updated Top Threats to Cloud research? the Cloud Security Alliance lists numerous
risks to cloud data, including:

* Insufficient credential and key management
« Accidental cloud data disclosure/exposure
* Cloud storage data exfiltration

Organizations seeking to properly secure data in cloud environments must (out of
necessity or for regulatory compliance requirements) consider the vast array of options
for storing the data depending on the types of collaboration services in use. While doing
so, they need to understand how the solutions might impact government-related and
industry cybersecurity mandates.

There are many different controls to consider and implement, most of which are specific
to the data types and services customers are using. Key considerations for any cloud data
security strategy should include encryption and data protection services and options
available within the cloud, data life cycle and archival options, backup capabilities, data
loss prevention, and data storage monitoring.

The most recent SANS Cloud Security Survey found that nearly 60% of enterprises are
looking to the cloud for disaster recovery and business continuity strategies, 42% are
focused explicitly on archiving and storing data, and more sensitive data than ever is
being stored in the cloud.? With this shift, it's imperative that we look at more capable,
progressive options for cloud data storage and protection, which is why we were excited to
review the Egnyte secure collaboration platform.

' “Ransomware Comes Back in Vogue for Cybercriminals,”
www.wsj.com/articles/ransomware-comes-back-in-vogue-for-cybercriminals-5f09091?mod=Searchresults_pos2&page=1

2 “Top Threats to Cloud Computing Pandemic Eleven,” https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-pandemic-eleven

3 “SANS 2022 Cloud Security Survey,” www.sans.org/white-papers/sans-2022-cloud-security-survey (Registration required for download)
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In this review, the SANS team accessed Egnyte as both an end user and an IT
administrator responsible for data security and collaboration best practices and policies.
After reviewing the platform, we found that Egnyte:

 Provides a variety of excellent and granular dashboards that highlighted specific
risks and aspects of data security in our account, as well as vertical-specific
reporting for financial services, life sciences, etc.

» Has a wide range of data security policies and controls that range from ransomware
and malware detection to sensitive data recognition and protection, as well as
permissions and auditing controls

 Supports several storage systems including Microsoft 365, Google Drive, Amazon S3,
Azure storage, Salesforce, and more

« Offers strong data classification and life-cycle controls, along with regulatory
and compliance reporting. They also have “Snapshot Recovery” capabilities as a
lightweight backup system for ransomware recovery.

For organizations looking for a comprehensive data storage and sharing platform in the
cloud, we recommend considering Egnyte for its relative ease of use, strong visibility, and
alerting controls. The platform shows what data is within each user account and how
security programs can be structured to accommodate cloud storage services with more
capable controls than traditional on-premises models. It also includes a strong Al engine
that can help to analyze data quickly and efficiently. This product and those like it could
facilitate a more robust defensive strategy that helps prepare for ransomware and other
malware, as well as overall business continuity and data recovery practices.

Egnyte User Experience

Today, many organizations rely on cloud-based services to aid users in coordinating file
sharing and project collaboration. As attackers increasingly focus on end users, security
options like sharing and encryption become more important. Egnyte provisioned us with
a prebuilt account environment. To begin, we looked at the core options and capabilities

available as an end
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Figure 1. End User Web Interface
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Although we didn't test this, the Egnyte
team demonstrated that we could integrate
the platform into Windows and Mac (or
mobile operating systems) as an application
and as a shared drive for simple and easy
accessibility. The interface was highly
intuitive with regularly accessed files and
links to files and directories. Within this
interface, we also could easily share or

edit documents, making this an amazingly
simple collaboration platform tool. Users
can easily link and share documents and
files as well, with options to share with
anyone, only users with a specific password,
only Egnyte users, or a specific group of
users, as shown in Figure 2.

Users can mandate encryption for
downloads as well as watermarks that
include the IP address of the recipient

to track them. Users also can choose to
have link shares expire on a certain date.
As shown in Figure 3, user sharing also
can be restricted by centralized policies
that govern sharing capabilities, access to
shared documents, and sharing expiration.
Although administrators can enforce curbs
on what users can and cannot do with
sensitive information, Egnyte provides
greater user flexibility than many solutions
by also offering the ability for users to
manage document security themselves
where appropriate, alleviating operational
overhead on admins.

Analyst Program il

Share "foot is big.docx"

Who will have access?

Anyone v

Anyone V4
Anyone with a password

Governor File Server users

Specific Recipients

Allow co-editing @ ()4 Learn more
Watermark file @
Notify me when link is clicked
Include file name in link
Always show the most recent version of the file

%

OR

Get Link Email Link

Figure 2. User Document Sharing Options

Share "Advanced Persistent Threats (1).docx"

Anyone with a password will have access. This link will expire on Oct 8, 2023.

Password:

3vvDbvQt

@ Change link options

Figure 3. Centralized Content Sharing Policies
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Users also have enormous flexibility in
adding and controlling folder permissions,

as shown in Figure 4.

For all files, version control and history

Folder Permissions to "Blogs" folder

Permissions inheritance

Parent folder permissions are not inherted

information are available to users. In Name

addition, all files uploaded into Egnyte
are scanned against VirusTotal's known
signatures for malware analysis, which

All Administrators

B8 Dave Buster

can be used to quarantine suspicious 1" Lisa Reid
files. If files are somehow corrupted (by
& tchamp
ransomware, for example), all files and
folders structures are automatically iR testing
captured in snapshots on a regular basis
to support full restoration for ransomware Add user or invite new people
recovery. Egnyte leverages Al capabilities
Dave Shackleford

to look for unusual patterns of access or
behavior related to file uploads, access,
and export to determine what may be

[ ]
Permissions
Owner
Wi
Full Full
Full
Editor
Editor
Viewer Viewer
Viewer Only
x Editor ~

coce I

malware or suspicious/malicious behavior
too. The “Potential Malware” section of the end user interface highlights any

suspected files that could be compromised, making it easy to investigate and/

or troubleshoot.

It was clear that the platform has security and suspicious/malicious behavior

detection built into the users’ perspective, which could easily lead to better

security awareness and education training.

Large Language Model Al Document Features

Egnyte recently rolled out additional Al to help users work with files. The

Preview screen allows users to ask questions about a document and have
ChatGPT respond with answers based on the contents of that document.

Users can ask for specific information to save tedious searches for individual

specifications or can request broader information such as “which location
had the highest concentration of contamination.” In all cases, Egnyte provides

a link to the specific location where the information was found in the

document for verification.
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Sensitive Data Discovery

and Protection

After reviewing the end user
experience, we shifted into the
administrative side of things
within the Egnyte platform.
Egnyte provisioned us with an
administrator account, so we

quickly accessed the “Secure and

Govern” menu of the platform
where security and operations

teams can configure and enable

policies and settings. The

“Summary Dashboard” in Figure 5
shows a list of open operational

issues, risks, and more.

Any of these sections can be

@ Last update: Oct 23, 2023 04:00 AM

728

Risk score

77

Current: Very High Risk

Open issues by severity

High (7-9) + 14
Medium (4-6) 7

Low (1-3) 707

Summary Dashboard

Open issues r_r]

(0%) Last 7 days

Low *Moderate *High = Very High eCritical

Unpermitted sensitive
content locations

1,470 (O%)Last 7 days
Fix risky content (77) v

Open issues by type Top 3
Unused Group a2
Empty Group 314
Individual Permission %

Sensitive locations by high @
risk (7-9)
102 (0%) Last 7 days

7/ Opened issues over last 14 days

Top sensitive location by B
policy (NP)
767 (0%)Last 7 days

Review all issues (728)

Sensitive content by risk

High (7-9) = 102

Medium (4-6)

449

Low (1-3) 919

Sensitive content by policy Top 3
NP 767
ITAR 547
Dsp 479

Figure 5. Summary Dashboard in Egnyte

clicked to gain more granular detail about specific areas. For example, we wanted to

drill into the high-risk issues that significantly influence the risk score shown on the

main dashboard. After selecting the “Fix risky content” menu on the dashboard, we then
chose the option to view “Open issues with high severity,” which took us to the “Issues”

dashboard shown in Figure 6.
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Issue Details
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Close v
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Assignee: - Vd
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This dashboard offers a wide range of
functionality for administrators. We
specifically filtered the issues by name or
issue ID, issue status, the triggering policy
rule, the data source, severity, who the issue
was assigned to, how recently the issue was
updated, the type(s) of sensitive content
associated with the issue, and more.

This dashboard also conveniently allows
administrators to assign issues to specific
users or groups as well as to perform
remediation actions such as deactivating an
account, removing permissions, restoring
content from a backup in the case of
ransomware, configuring IP address allow
lists, and many others.

Although we didn't configure or add these
ourselves during the review, it's worth
noting that Egnyte supports an enormous
range of content sources, including on-
premises file shares as well as a long list of

Choose type of Cloud Content Source to add

o

Microsoft
OneDrive for Business, SharePoint Online, Exchange

Google Drive

Gmail

Microsoft Azure Storage

Microsoft Azure Files

Wasabi Storage

Google Cloud Storage

Cancel

cloud-based storage services, as shown in Figure 7.

Figure 7. Examples of Cloud Storage
Services Supported by Egnyte

Amazon S3, Dropbox, and others are also supported, which makes Egnyte a strong centralized

security and collaboration control platform for a diverse, multicloud organization that may have

numerous types of storage in use. This is a significant benefit because Egnyte can scan these

repositories natively and automatically, relieving organizations from the burden of setting up

unique data assessment and protection policies for each of them.

One of the strong security features offered in Egnyte is the range of available analysis rules,

which covers the following types of potential issues that are automatically scanned within

storage e nvironments:

» Empty groups—Groups with no users

« External sharing—Files and folders made accessible to users outside your organization

« Inactive users—Users who have not been active within a configurable time period

* Individual permissions—Files and folders with permissions assigned to users, not groups

» Open access—Folders accessible to large groups of users

* Probable ransomware—Detection of user accounts that are likely infected with ransomware

* Public links—Files and folders with publicly available links

« Suspicious logins—Unusual login activity that may indicate a compromised account

* Unused groups—Groups not used to assign any permissions

 Unusual access—This policy detects user activity related to large numbers of files accessed

or downloaded, which can indicate insider threat activity.

Analyst Program Jl
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In all cases, these policies not
only are enabled by default, but
they also are configured easily
by selecting them and choosing
configuration parameters and
individual risk rankings. “Unusual
Logins” detects logins from
different locations that could
indicate impossible travel or
access from forbidden countries.
In Figure 8, the policy for
“unusual access” is shown—an
administrator can simply select
the user behavior that should

be monitored and flagged

for indications of potentially
compromised accounts or insider
activity (including an unusual
number of files accessed by that
account for that particular user,
time of day ranges, and more).

Analyst Program Jl

& Unusual Access

Detects users who access or delete an unusually large number of files, which may indicate malicious activity.

Total issues detected: 3

Open issues: 3

Dismissed issues: 0

Last issue update: 06/15/2023 09:40:47 AM
Severity of this issue type: (4] to[9] &

DETECTION THRESHOLD

Select which criteria should be taken into account for issue detection:

@ File downloads

Number of files downloaded by a user within one day on all aplications other than the Desktop App.

File access/downloads via Egnyte Desktop app
Number of files accessed or downloaded by user within one day

B

File deletes
Number of files deleted by user within one day

(1) Exclude detections in private folders (For Egnyte sources only)

Access of sensitive files
Number of files with sensitive content accessed by user within one day

@ Time of day

Number of actions taken by user at unusual time of day within one day

Controls how far from their normal usage pattern a user needs to deviate before an anomaly is detected.

e - 0

Threshold:

Minimum number of files accessed or deleted

; ; ; 0
by a user in order to trigger an issue:

Ignore the minimum threshold when the sensitive files are
detected.

At this threshold, you can expect to detect about 1 anomaly per month.

Figure 8. Configuring a Detection Policy
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Egnyte employs a sophisticated
machine learning (ML) and Al-
based model in the background
to monitor activity, looking for
signs of ransomware infection
and suspicious account activity.
Egnyte's models are purpose-
built for each individual
user—profiles are developed
based on their actual patterns
of normal activity. Another
example of Egnyte's ML model

is detection of ransomware
activity. Ransomware can be
detected based on sophisticated
patterns of content and file
access that Egnyte monitors and
tunes over time. This could be
related to specifically disallowed

< Probable Ransomware

Detects user accounts that are potentially compromised by ransomware.

Total issues detected: 12

Open issues: 7

Dismissed issues: 2

Last issue update: 10/10/2023 05:38:21 AM
Severity of this issue type: (o] &

Detection threshold: @ [ 50% ~ | of the files affected

® « The lower the percentage, the more you may see detections
« We will analyze 50% of the affected files to make sure this is a legitimate
ransomware attack before creating an issue

Whitelisted file extensions
All the file extensions whitelisted will be listed here.

Add file extension

FILE EXTENSION WHITELISTED = COMMENTS

.dave Oct 23, 2023 08:16 AM by Dave Shackle... Definitely don't want any .dave fil...  x

Figure 9. Probable Ransomware Policy
with a Blocked Extension

file extensions, the number of files accessed, sudden

changes in file structure or extensions, and even just

the entropy of changes within a folder and/or account

within a given period (see Figure 9).
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SANS Test Role

Permissions o
As we would expect with a
sophisticated collaboration Role name:
platform, Egnyte supports Descfiptior:
granular permissions that can
be set for users and groups
across any files and folders. The
platform comes with several Role Settings
built-in roles, including full
administrators, basic users who G 1ssues
simply need to store and access
content, read-only roles for WS ges:
auditing and monitoring, data Users eai:
owners who have more control
. Settings:
over specific content types and
locations, and power users who
may need more flexibility in
. . m Sensitive Content
sharing and managing content.
Customized roles can be created Users see.
easily with an interface that
simplifies setting configuration Ysers can:
for permissions, issues
management (for example, if any Settings:
issues related to that role come
up), access to and control over
sensitive content, and more. See GX) Permissions
Figure 10.
Users see:
Users can:

Users with this Role

Issues they are assigned v

(7) Manage issues (remediate, dismiss, reopen and delegate)

() View Analysis Rules settings

(0) Manage Analysis Rules settings

Only where they are assigned ... v | in [ redacted v 1 form

(7) Fix Sensitive Locations

() Manage permitted Sensitive Content

() View Sensitive Content settings

() Manage Sensitive Content settings

Permissions in folders they ow... v

() Modify, remove and add permissions in only the folders they own
(7) Modify, remove and add permissions in all the folders they can see
(] Edit their own permissions

v) Request permission reviews from Data Owners

Activate and deactivate users
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Egnyte also has a permissions dashboard that shows permissions for each folder, which

can be used to request a review of folder permissions from a data owner. See Figure 11.

Filters - Governor File Server
—— ¥ Shared
Govemor File Server d BlueStar Wealth
Governor M365 Accounting
A » Advisors
® Show all folders Compliance

Only folders with Data Owner

assigned Human Resources

Only folders without Data Research
Owner assigned
3 Business [
TV ’ Egnyte Audit Reports
Show all folders

e = i 4 Egnyte Templates
Permission Review pending for

anyone Reference Files [
Permission Review pending
2 »
e Wealth Management
) Permission Review requested 4 Private
by you

¥ B Governor M365
» SharePoint [

» Users

By Folders

Accounting
1Group « 26 Users » 2 Deactivated Users » 0 issues

USER/GROUP
&% All Administrators

2 Brian Harmony

2 Chuck Riordan

2 Dave Booster

2 Dave Buster

2 Dave Shackleford

2 David Buster

2 David Spitz

£ Governance Access

2 Hemant Dixit

3 midt DEACTIVATED
2 Joelle Colosi

2 Katelynd Trinidad

2 Kevin Washington

2 Kyle Wallstedt

By Users & Groups

PERMISSIONS
Owner
Owner
Owner
Owner
Owner
Owner
Owner
Owner
Owner

Owner

Owner
Owner
Owner

Owner

GRANTED

Directly for group

via All Administrator...

via All Administrator...

via All Administrator...

Add permissions

1) show Deactivated Users

LAST CHANGED BY

via All Administrator... -

via All Administrator...

via All Administrator...

via All Administrator...

via All Administrator...

via All Administrator...

via All Administrator...

via All Administrator...

via All Administrator...

via All Administrator... =

AST CHANGED AT

Export permissions ~ Reviews Data Owners

B No reviews pending

Ask for review

Content Classification

Using its specialized ML and Al
algorithms, Egnyte scans every
word in every document to look
for specific content that may fall
under particular compliance and
regulatory requirements (or even
industry-specific requirements).
Admins can enable specific built-
in compliance policies, such as
PCI DSS, GDPR, and the Virginia
Consumer Data Protection

Act (VCDPA) for data privacy;
HIPAA for healthcare; or generic
policies that look for secrets and
encryption keys, which are used
to mark and label documents
and content as sensitive

throughout the Egnyte ecosystem.

By default, Egnyte constantly
scans the entire repository
and reads dozens of different
types of documents, including
word processing, spreadsheets,

Figure 11. Egnyte Permissions Dashboard with Review Request

Add CL

® When a pattern set is selected, all patterns that might be added in the future under the pattern set will also be

selected by default.

~ Personal

Personally Identifiable Information

Partially Personal Information

Person name

~ Financial

~ Healthcare

~ Government & Defense

~ Corporate

~ Others

om Policy > Sensitive Content Patterns

~ AEC (Architecture, Engineering, Construction)

No patterns selected

No patterns selected
No patterns selected
No patterns selected
No patterns selected
No patterns selected

No patterns selected

and PDFs. It even scans image files for text using optical character recognition (OCR). In

addition, admins can create customized policies that include risk scoring and customized

pattern matching, as shown in Figure 12.
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In addition, the Egnyte content policy engine allows for customized keyword lists
and document classes. Keyword lists are just what you'd imagine: simple ASCII text
words that should be discovered and possibly flagged in conjunction with sensitive
data classifications. They are particularly useful for internal intellectual property
and other non-standard keywords. In addition to detecting text that may be
sensitive, Egnyte has been pre-configured to recognize dozens of document classes
by format including contracts, resumes, offer letters, invoices, and many others. One
of the more sophisticated capabilities we observed with Egnyte were the customized
document classes. Admins can upload one (or several) “training documents” that
possess desired characteristics to train the Egnyte Al model for monitoring and
alerting. Ideally, Egnyte recommends uploading at least 20 documents to help train
the model, and this feature can help organizations build highly customized content
recognition patterns and document classification types. The “Sensitive Content”
dashboard shown in Figure 13 shows all sensitive content that was discovered and
labeled within the Egnyte platform.

Admins can choose to move and/or delete files based on the sensitive content
and location.

By Folders By Users & Groups
Filters €« B Governor File Server Accounting Add permissions || Export permissions
i Shared 1Group « 26 Users « 2 Deactivated Users « 0 issues @ Show Deactivated Users
Goveror File Server ~ B9 BlueStar Wealth
USER/GROUP PERMISSIONS GRANTEL LAST CHANGED BY AST CHANGED AT
Governor M365 Accounting
&% All Administrators Owner Directly for group - -
ATA OWNER ’ Advisors .
2 Brian Harmony Owner via All Administrator... - -
@ Show all folders Compliance
2 Chuck Riordan Owner via All Administrator... - -
Only folders with Data Owner
assigned Human Resources
2 Dave Booster Owner via All Administrator... -- e
Only folders without Data Research
Owner assigned 2 Dave Buster Owner via All Administrator... ==
3 Business [
2 Dave Shackleford Owner via All Administrator... -- -
e ’ Egnyte Audit Reports
® Show all folders 2 David Buster Owner via All Administrator... -- -
: s ’ Egnyte Templates
Permission Review pending for 2 David Spitz Owner via All Administrator... - -
anyone Reference Files [
Permission Review pending 2 Governance Access Owner via All Administrator... -- -
e 0 Wealth Management
B 2 Hemant Dixit Owner via All Administrator... ==
Permission Review requested 4 Private
by you : DEAGTIVATED
> B Governor M365
i 2 Joelle Colosi Owner via All Administrator... -~ =
» SharePoint [
2 Katelynd Trinidad Owner via All Administrator... == -
» Users
2 Kevin Washington Owner via All Administrator... == -
2 Kyle Wallstedt Owner via All Administrator... ==

Reviews Data Owners

B No reviews pending

Ask for review

Figure 13. Sensitive Content Dashboard
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Content Safeguards

At the next level of sensitive

data protection, Egnyte offers a
variety of content safeguards.
Here, admins can create a variety
of granular restrictions that
allow data access control and
sharing based on data types, risk
scores as determined by Egnyte
Al, specific storage and sharing
locations for the data, as well

as specific individual and group
sharing policies and expiration
dates. See Figure 14.

Add Content Safeguard Restriction

Cancel Create Restriction

Link sharing restrictions will affect 1 content source and files matching 1 sensitive content policy.

Policy name:

—

SANS Test ]

Description:

—

Testing ]

Which files should be restricted?

Policy restricts files that meet: | ANY of the following criteria ¥

Content matching selected classification policies

Configure
1 Content Classification policy selected. 9 o
Files with selected Risk Score .
o ) Configure ¢
Minimum risk score set to 7.
Selected locations Configure %

2 locations selected.

Allow sharing content with links m

What are the restrictions?

Options with 'Allow' are allowed, options with 'Warn' shows a warning and options with '‘Block' are disabled when
sharing the applicable files from Egnyte Collaborate.

Anyone Block ® This option will be disabled

Anyone with the password Block ® This option will be disabled
Any domain user Block ® This option will be disabled

Specific recipients Block ® This option will be disabled

Expiration options

Link expires: Yes v

Expires after [ 30 ] [Days v

Expires after

Other options
Allow downloads: No v
Figure 14. Content Safeguard
Restrictions
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As most organizations find,
certain stakeholders and
executives want (or need)
exceptions, and Egnyte makes it
easy to create them for content
safeguards (see Figure 15).

Content safeguards make it easy
for organizations to develop and
implement large-scale content
control policies they can apply
across users, groups, storage
locations, and more, with a
means to exempt individual
users, groups, and content on an
as-needed basis.

Analyst Program Jl

Update Content Safeguard Exception

Cancel Update Exception

© Please make sure there are no overlapping exceptions for any given group. If there are any, we consider the
least restrictive exceptions.

Exception name: [ Finance leaders }

Description: [ Finance leaders to share with outside accounting ]
Related restrictions: lProtect the Secret Recipe ~ \
Who should these exceptions CUI Export

CUl requires password

Selected Groups

protect policy Configure $
1 group selected. dfg
What are the exceptions? Rpiociie Secret Recipe
11 herbs and spices
These exceptions apply to thércmrweresmeaemns O IR ST

Expiration options

Expires after [ 30 ] {Days v

10 ] Clicks

Expires after

Figure 15. Content Safeguard Exception
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Content Life-Cycle Policies,

Monitoring, and Alerting

Egnyte readily manages and
monitors content life cycle
within the platform and does
S0 across numerous data
storage locations and types.
The policies you can create for
document life-cycle control
are flexible, with the ability

to specify retention periods
and archive destinations. They
also have options to archive,
move, or replicate data to
specified locations. You can
choose to delete data after a
specified time in many storage
environments. See Figure 16
for an example of a content
life-cycle policy.

Edit Content Retention Policy

® Warning! Editing some dynamic elements will clear other selections and the system will have to re-scan the

data again.

You can review the details before editing this policy.

Details

Policy name: Accounting Archive
Description: Historical accounting records

Apply policy to: Files

Selected sources

p ~
(P i )
,\ Governor File Server//

Criteria

Retain files that match: Any of these criteria
» Retain specific folders: No
» Matching content classification policies:
Retention time rules: 10 years after creation
Retention options: Archive file versions
Retain only latest version of files: Yes
Leave stub files behind: Yes
Custom stub file message: --
Delete stub files after: Never

Archive files identified as potential ransomware: Yes

Destination

Move file versions to: Governor Archive Server

Specific folder: No

Analyst Program alll  Take Sensitive Data Protection to the Next Level in 2024

Figure 16. Content Life-Cycle Policy
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To help discover and track documents

) ) Add New Label Back
(for content life-cycle and IT security e tabe - m
policies), Egnyte supports document
) ) Label Name: [ SANS Label }
labeling that includes metadata, rule- o m———
based document labeling, and data
Description: { PCI DSS for SANS ]

tagging. These metadata labels are

automatically applied to specified Mark individual patterns

content types based on classification ) - - ) )
List of classification policies that applies to this label

pO“CieS (data types and pattem matches ® All the files that match any of the policies below will be labeled.

or other attributes, as defined in security

Q Search and Add classification policies

and Al policies). A simple document label

POLICY TAG POLICY DESCRIPTION

we created that matches any payment ‘ ) _ _ ,
Credit card and payment information collected by merchants and service providers

card data is shown in Figure 17.

. L . Figure 17. A Sample Document Label
Lastly, Egnyte has a comprehensive dashboard for monitoring, alerting, and J P

reporting on content life-cycle policies and matches. This dashboard shows a wide
range of data related to content locations and life-cycle policies, including file types
and retention cycles/policies, the age of the data in that location, the changes in
folder size over time, files by age and access times, and more. A wide array of filters
is available, too, making searches for data parameters in large, complex storage
accounts much simpler. See Figure 18.

Filters « Filtered Locations Reference Files
ESY View duplicates lists
Heatmap: File siza = Sort: By heatmap ~ @) include info from subfolders
ERNS SFRATAD v W Projects =
| At any time v Last Scan: Oct 23, 2023 06:38 PM
L J » R Active Projects
FILES LAST ACCESSED » Bu | _Project Template TOTAL SIZE FILES FILE VERSIONS
E_"‘ any time | » B 1 Logan Project 447 7 MB 17 18
.
FILE Si2E B InDesign Files # EXPORT LIST
| Any v | Social Mediz
AT PE IR P ¥ = Bllaing Mandgemant DUPLICATE FILES FILES UNDER RETENTION FILES WITH RETENTION EXPIRED THIS MONTH
~| Keep Incorporation files » B 1_| Human Resources 1 | 1.5 MB 17 0
[ Accounting Archive ¥ ) Securm Enclaie Bec Roo & EAPORTUST | € GENERATE LIET
() this »Bul | Blogs
|_) name L] I Finance
Data age & EXPORT UIST
(| Delete old projects b I CMMC L2
» I Archive TIME STAMP:  CREATION v
SENSITIVE CONTENT POLICY
. . »mm Project 1
Document Sensitivity Policy @ Towalfiles @ Total size
(] New policy 3 | Reports 18 420.2 MB
("] Sarbanes-Oxley Act rimi CMMC L1
() Intermational Traffic in Arms R... » B0 CMMC Samples = 2R
[ test rm Mortgage Documents
[ 1431 M8
] | New folder
FILE TYPE
M » I Documents.
) Document P 0B
T cAD » B0 || Egnyte Audit Reports 1=2 years 2-5 years 5+ years
() POF » | Audit Reports
(] Spreadsheet » room :
> Folder Size
(l image v W | Reference Files
PERIOD: LAST 12 MONTHS
» Ll Wealth Management
BUPLCATE FILES
{ E: ion has files » I Egnyte Templates
(155 Location
duplicated elsewhere 20 ® Totalfiles @ Total size 5722 ME
» B0 || BlueStar Wealth
» B | Egnyte Audit Reports
Bl Private 1o 2861 MB
v B Governor M355
> B SharePoint ] 0B
A i . Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct

Figure 18. Content Life-Cycle Dashboard
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Egnyte has a thorough data duplication analysis engine in place that can

help admins highlight locations where duplicate data is stored. In larger
organizations with a huge volume of content, this can help identify needless
redundancy and overlap that could prove costly to maintain and reduce content
sprawl and expensive storage requirements.

Malware Protection and Recovery Features

Although mentioned in some earlier parts of this review, it's worth noting that
Egnyte has a strong story around malware detection/isolation as well as data
recovery in the case of ransomware events. Within the user context of Egnyte,
any suspicious files and content that Egnyte believes may contain malware is
now flagged in a “Potential Malware” menu item (and alerts are sent too). Maybe
most importantly, users can restore snapshots of data easily on a rolling 30-day
cycle, as shown in Figure 19.

This snapshot restoration can apply to individual files and folders or entire
folder and file system structures.

~ My Profile Restore

My Preferences

My Devices

My Web Sessions Available Snapshots

ApPs & Integrations Egnyte stores snapshots of your domain for the last 30 days according to this schedule

Plan Details 2023~ October v~ < > 208 AM EDT
6:08 AMEDT
. o Sun  Mon Tue Wed Thu Fri  Sat
> Configuration

10:08 AM EDT

1 2 3 4 5 [ 7

Profile & Insights Restoring content with Egnyte is very simple. Mount a snapshot below, browse the snapshot preview to verify the content, select the files and folders to restore your centent. Learn more about content restoration process. &

~

Users & Groups I 2:08 PM EDT

8 9 10 n 12 13 14

i 6:08 PM EDT
> Devices 15 16 17 18 19 20 pal
22 23 24 25 26 27 28 10:08 PM EDT
v Restore v
Snapshots 29 30 3

Restoration jobs
Earliest possible date is Sep 24, 2023 Today

v

Metadata

History
Snapshots unmounted in the last 15 days are listed below. For details about older snapshots run a Snapshot recovery repart

Name Selected Snapshot Reason Mounted by

CANPARTY SIS Mount snapshot

Mounted on Status
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Figure 19. Restoring Data Snapshots in Egnyte
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Legal Holds

Egnyte supports a legal hold
system that is remarkably simple
to configure and maintain. Admins
can designate particular data types
and locations as well as users/
groups involved. They can also
declare an open-ended or finite
time frame for the hold to be in
place. New or existing cases can be
referenced easily to keep workflow
as streamlined as possible (see
Figure 20).

Reporting (Audit Reports
and Breach Reports,
Different Menus)

Egnyte offers a range of
capabilities to help organizations
meet regulatory compliance

Add a Legal Hold

Cancel

- 0—0—0 0O mx

DETAILS SOURCE CRITERIA

Review policy before creating

Details

Policy name: SANS Test
Description: SANS Test
Legal Matter: That case

Selected sources

( B3 Governor File Server )
b -

Criteria

Start Date: Indefinite Start Date

End Date: Indefinite End Date

Hold the files matching: ANY of the following criteria

« Custodians: Dave Booster (retsubtest@gmail.com)
« Specific folder: Yes
+ Matching content classification policies: [}

DESTINATION REVIEW

requirements. First, along with the data classification and labeling capabilities

that were referred to earlier, there are a range of different reports available that

align with specific regulations. These include reports on folder permissions,

user and group permissions, and a plethora of audit reports that include:

* File and folder inventory and structures

* Permissions and login activity reports

 User and group provisioning reports

 Configuration and snapshot recovery reports

Analyst Program alll  Take Sensitive Data Protection to the Next Level in 2024

Figure 20. A New Legal Hold Policy
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Conclusion

It's obvious that the team at Egnyte continues to innovate and look for ways to help
organizations protect themselves and their data in the cloud. The company recently rolled
out “Secure Data Enclave” offerings that enable organizations to register separate specific
domains to accommodate highly sensitive document and data storage.

They include:

A specialized EgnyteGov enclave that addresses clients’ Cybersecurity Maturity
Model Certification (CMMC 2.0) requirements.

 For non-US Department of Defense (DoD) use cases, Egnyte offers a separate secure
enclave that's aligned with 1SO 27001 certification requirements.

* Lastly, Egnyte Document Room enables organizations to create a highly isolated,
controlled, and monitored storage location for them to collaborate on and share
sensitive financial transaction data, merger and acquisition documentation, and
private equity/venture capital fundraising details.

Although SANS did not review these solutions directly, they were fully available and
adopted by customers at the time of this writing. They demonstrate that Egnyte is focused
not only on helping organizations meet regulatory requirements, but also on improving
the status of data security controls with simple, clean workflows and controls, across
different industries.

Our review showed that the platform was not only highly accessible but also
extraordinarily capable. In fact, we didn't see any gaps or deficiencies in this platform
relative to storage, data classification and monitoring, life-cycle controls, and even
retention and recovery. Organizations of all types and sizes could readily make use of
Egnyte to store and protect their valuable data. With the wide range of pre-built policies
and data classification elements available, an organization’s entire file storage and
management program could easily be set up and maintained within the Egnyte platform.

SANS would like to thank this paper’s sponsor:

Analyst Program alll  Take Sensitive Data Protection to the Next Level in 2024

19


https://www.egnyte.com

