Solution Brief

BlueVVoyant Supply Chain Defense

Comprehensive, highly configurable
third-party cyberrisk management

Technology enabled, expert driven, measurable Solution Set Highlights

risk remediation

. . > Visibility and prioritization of your entire third-party
BlueVoyant Supply Chain Defense (SCD) is an ecosystem via validated mappings of externally-facing
end-to-end, comprehensive solution that delivers digital infrastructure
quantifiable risk reduction across your entire third- = Continuous monitoring of third parties with guided
party ecosystem, higher levels of efficiency to remediation by Risk Operations Center analysts for faster
risk management processes, and greater visibility mitigation of risk and measurable risk reduction
across your supply chain. > l|dentification and notification of Zero-Day vulnerabilities in

as little as 90 minutes following disclosure
SCD drives cyber risk reduction at every stage of the

, . \ . > [Vlonitor the full breadth of vendors you previously could
third-party lifecycle, from sourcing & selection, on VOuPp v

not, regardless of criticality or resource constraints, with

through ongoing monitoring and reassessment. The automated continuous monitoring
highly COHﬁgL.JI’ab|e SO|utIIOI’1 §et includes multiple ) > On-demand, easy-to-understand snapshots of acquisition
levels of continuous monitoring based on vendor risk or procurement targets’ cyber risk posture
levels, a CUStomlzable. an(.j Al-driven questlonlna|lre = Unique capability to validate vendor questionnaire
management and validation platform, and point-in- responses through an automated platform for storing and
time risk assessments to support procurement and managing cyber and risk questionnaires
M&A decision making.
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BlueVoyant \Workshops and Vendor Risk Consulting
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Seasoned Expertise and Advising for Program Creation and Mlanagement

All SCD offerings are supported by the availability of expert third-party risk advisory workshops and
consulting engagements to help manage and mature enterprise cyber risk reduction programs, as well
as a fully managed professional service to help analyze and validate vendor questionnaire responses.

SUppl\[ Chain Defense Of'ferings Asingle configurable solution setto meetyour

third-party cyber risk management needs
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SCD Core Offering: Analyst-reviewed, detailed
third-party cyber risk reduction solution.
Identifies, prioritizes and guides vendors on
specific risk remediations.

SCDDATA ZZ] Blue\oyant

—
Automated cyber risk visibility with granular =] SCD

information and analysis on vendor risks, but
results are not curated by ROC Analysts.

HIGH VOLUME MONITORING

Automated cyber risk visibility through data
feeds provides continuous monitoring of lower-
priority vendors at a lower price point.

BUSINESS RISK MIONITORING

Continuous risk monitoring and analyst-
validated risk event detection across eight (8)
additional types of business risk beyond just
cyber, including factors like financial risk and
foreigninfluence.
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———————— Questionnaire Mlanagement

SCDDATA

Automated cyber risk visibility with granular
information and analysis on vendor risks, but
results are not curated by ROC Analysts.

-- Pointin Time Assessments

PRE-PROCUREMENT REPORTS

Informed summary reports on a target vendor’s
cyber risk posture for procurement decisions.

DUEDILIGENCE REPORTS

Detailed, comprehensive analysis of an
acquisition target’s risk posture.

————————— VVendor Risk Program Consulting

CLIENT ADVISORY WORKSHOPS & VENDOR
RISKCONSULTING

Expert-led workshops and consulting services
to complement our products and help grow
customers’ third-party risk management
programs.




